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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN IMPOI'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

1.1 Hess u ni1anHupyemMblie pe3yJbTaTbl 0CBOCHHS NPO(eCcCHOHAIBLHOI0 MOAYJIS.

B PE3YIbTATC HU3YUYCHUA HpO(beCCI/IOHaJ'IBHOl"O MOAYJId CTYACHT HOOJDKCH OCBOWUTHL BHJ

ACATCIIbHOCTHU 3aIJ_II/ITa I/IH(bOpMaI_[I/II/I B AaBTOMATU3UPOBAHHBIX CHCTCMAX IIPOrpaMMHBIMU H
POTPaMMHO-aNNapaTHBIMK ~ CPEICTBAMH M COOTBETCTBYIOIIME €My MpodeccCHOHAIbHBIC
KOMIICTCHIINHN .

1.1.1 IlepeyeHb npodeccHOHATBHBIX KOMIIETEeHIIHIi

Kon HaumeHoBaHue BUIOB 1eITeJIbHOCTH U NPO¢ecCHOHATBHBIX KOMIIeTeHIIHIl

B2 3ammTa HHPOPMALMU B aBTOMAaTU3UPOBAHHBIX CUCTEMaX MPOTPaMMHBIMU U
IIPOrPaMMHO-AIIIaPaTHBIMU CPEACTBAMHU

[1IK 2.1. |OcymecTBiasATh yCTaHOBKY M HACTPOMKY OTHEJIBHBIX IPOrPaMMHBIX, IPOIPaMMHO-
anmapaTHbBIX CPEACTB 3alIUThI HH(POPMAIIHH.

[1K 2.2. |ObecnieunBath 3aUTy MH(GOPMAIIMK B AaBTOMAaTU3UPOBAHHbBIX CHCTEMaX OTAEIbHBIMU
IIPOrPaMMHBIMH, TPOrPaMMHO-AIAPaTHBIMU CPEJCTBAMH.

[1K 2.3. |OcymiecTBasTh TeCTUPOBaHKUE (PYHKIMN OT/IEIBHBIX IPOTPAMMHBIX U MTPOrPAMMHO-
anmapaTHbBIX CPEACTB 3alIUTHI HH(POPMAIIHH.

[1K 2.4. |OcymiecTBisaTs 00pabOTKy, XpaHEHHUE U Iepeaady nHpopMamuu orpaHNIeHHOTO
JoCcTyma.

[1K 2.5. | YanuTO)aTh HHPOPMAITUIO M HOCUTEIN HHPOPMAIIUHU C UCTIOIb30BAHUEM
IIPOrPaMMHBIX U IPOTPaMMHO-aNapaTHBIX CPEICTB.

[1K 2.6. |OcymecTBIATh PErHCTPALUI0 OCHOBHBIX COOBITHI B aBTOMaTH3UPOBAHHBIX
(MH(pOPMAIMOHHBIX) CHCTEMAaX, B TOM YHCJIE C UCTIOIb30BAHUEM ITPOrPAMMHBIX U
POrpaMMHO-aINapaTHBIX CPEICTB OOHAPYKEHUS, IPEAYIPEKICHUS U TUKBU AT
MOCJIEACTBUM KOMIIBIOTEPHBIX aTaK.

1.1.2 TlepeyeHb 00IMX KOMIETEHIHI M JIMYHOCTHBIX Pe3yJIbTATOB:

Kon HaumenoBanue BUIOB ACSITEIBHOCTU U TPOPECCHOHATIBHBIX KOMIIETEHITUN

OK 1. | Boibupats criocoOb! perieHus 3a1a4 NpopecCHOHaNbHON AeSITENbHOCTH,
IIPUMEHUTEIBHO
K pa3JIM4YHbIM KOHTEKCTaM.

OK 2. | OcymecTBisTh MOUCK, aHAJIW3 U UHTEPIPETALNI0 HHPOPMAIK, HEOOXOIUMON JIs
BBITIOJIHEHUS 3a]1a4 TPOPECCUOHATIBHOMN 1€ATEIbHOCTH.

OK 3. | [InmanupoBaTh U peagr30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBFHOE U IMYHOCTHOE
pa3BUTHE.

OK 4. | PaGoraTh B KOJJIEKTUBE U KOMaH[E, 3 (HEKTUBHO B3aUMOJICHCTBOBATh C KOJIJIETaMH,
PYKOBOACTBOM, KJIMEHTAMHU.

OK 5. | OcymiecTBasTh YCTHYIO M MHCbMEHHYIO KOMMYHUKAIIUIO Ha TOCYTAPCTBEHHOM SI3bIKE C
Y4€TOM 0COOEHHOCTEN COLMAIBLHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 6. | [IposBiATH rpa)x1aHCKO-NATPUOTHUECKYIO TIO3ULIMIO, IEMOHCTPUPOBATh OCO3HAHHOE
MOBEJICHHE Ha OCHOBE TPAJUIIMOHHBIX OOIIEUEIOBEUYECKUX IEHHOCTEH.

OK 7. | ConeiicTBOBaTh COXpaHEHUIO OKPYXKAIOLIEH cpesibl, pecypcocOepekeHuto,

3 PEeKTUBHO
JICICTBOBATh B UPE3BbIYANHBIX CUTYALUsX.




HE00X0UMOT0 YpOBHS
(U3UUECKOI MOATOTOBICHHOCTH.

OK 8. | Ucnonb3oBathb cpeacTBa GU3NIECKOM KYIbTYPHI Ul COXPAHEHHS U YKPETIICHHS
3JI0pOBBsI B IpoIecce NPOPecCHOHATBHOM IEeATENFHOCTH U TOIepyKaHue

OK 9. | Ucnonb3oBarh HHGOPMALMOHHBIE TEXHOJIOTUH B TPO(GECCHOHATLHON IEATEIEHOCTH.

HHOCTPAHHOM
A3bIKAX.

OK 10. | ITonp3oBaThCs MpohecCHOHATBFHON JOKYMEHTAIMEH Ha TOCYJapCTBEHHOM H

OK 11. | Ucnonb30Bath 3HaHUS 110 (PUHAHCOBOM rPaMOTHOCTH, IJIAHUPOBATH
IPEANPUHUMATENBCKYIO I€ATEILHOCTD B IPO(eccHoHaNbHOM chepe

JInyHOCTHBIE Pe3yJIbTAThI

Kona
JUYHOCTHBIX
pe3yabTaToB

Oco3Hatonuii ceds rpakJaHUHOM U 3aIIUTHUKOM BEJIMKOW CTPaHBbI.

JP 1

[IposiBnsrOmMK  aKTUBHYIO TIPAKIAHCKYIO IO3HMLMIO, JEMOHCTPUPYIOLIUN
IIPUBEPKECHHOCTh ~ IPUHLMIIAM  YECTHOCTH, IOPSAOYHOCTH, OTKPBITOCTH,
DKOHOMMYECKH  aKTHBHBIH W  Y4YaCTBYIOIUIMH B  CTYJEHYECKOM H
TEPPUTOPUATIBHOM  CaMOYIIPaBJI€HUMHM, B TOM  YHCI€ HA  YCIOBMAX
JNOOpOBOJIBUECTBA, HPOAYKTHBHO B3aMMOJEHCTBYIOIIMA W y4acTBYIOUIMH B
NeSITeIbHOCTH O0IIECTBEHHBIX OpPraHN3aIlHid.

JIP 2

Cobmoaronuii HOpMbI TPABOMOPSAJIKA, CICAYIOUIMI HAeanaM TPa)JaaHCKOro
obmiecTBa, oOecriedeHHss OE30MACHOCTH, MpaB W CBOOOJ rpaxkman Poccum.
JlosanpHBI K YCTAaHOBKaAM U TMPOSIBICHUSM MpEACTaBUTENCH CYOKYIbTYD,
OTJ'II/I‘IaI-OHII/II\/'I ux otrT rpynn C IIGCprKTI/IBHBIM U JACBUAHTHBIM IIOBCACHUCM.
JleMOHCTpHUpYIOIINK HETNPUATHE M TMPEeAyNpPekAAOMUNA COLUATbHO OMacHOEe
MTOBEJICHUE OKPYKAIOIIHX.

JIP 3

[TposBIISIIOIINI ¥ TEMOHCTPUPYIOIINN YBAXKEHHUE K JIOJISIM TPYAa, OCO3HAIOIIUN
[IEHHOCTh coOcTBeHHOro Tpyna. CTpemsmuiics Kk GOPMUPOBAHUIO B CETEBOM
cpelle JIMYHOCTHO M MPO(EeCCHOHAIBHOTO KOHCTPYKTUBHOIO «1IM(POBOro
ciena.

JIP 4

HpOfIBJ'[fIIOHII/II\/JI YBAXXCHHUEC K JTIOAAM CTAapuICro ITIOKOJICHHMA W TOTOBHOCTH K
Y4acCTuro B COHH&HBHOﬁ MOAACPIKKE U BOJIOHTCPCKUX ABHKCHHUAX.

JIP 6

Oco3Haronmii  MPUOPUTETHYIO IIEHHOCTh JIMYHOCTH YEJIOBEKA; YBaXKAOIIUMA
COOCTBEHHYI0 M UYXKYI0 YHHKAIHHOCTh B PA3IMYHBIX CHTYaIHsIX, BO BCEX
dbopmax u BUIAX JEATEIbHOCTH.

JIP 7

CoOmroaromii ¥ MPOIaraHupyOMNUA MpaBUia 30POBOTO0 U 0O€301acHOTO
oOpa3a JKWM3HHM, CHOPTa; MPEeIyNpexAalmuid MO0  MPEoa0TCBAIOIIHIA
3aBHCUMOCTH OT aJIKOI'OJIA, Ta6a1<a, IMCUXOAKTUBHBIX BCIICCTB, a3apTHBIX HUIP U
T.7. COXpaHSIOUMi TCUXOJOTUYECKYIO YCTOMUUBOCTh B CUTYaTUBHO CJIOKHBIX
NN CTPEMUTCIIBHO MCHAIOMIUXCA CUTYyaAllUAX.

JIP9

3a0oTsmuiics 0 3alUTe OKpYXKaloIlled cpeapl, COOCTBEHHOM U Uy»KOH
0€30I1aCHOCTH, B TOM YHCIie U(POBOH.

JIP 10

[TposiBnsromuii  yBa)keHHe K OICTETHUYECKUM  IEHHOCTAM, 0O0JIaJaronui
OCHOBAaMU 3CTETHYECKOU KYJIbTYpHI.

JIP 11




[IpyHUMaOMMI  CEeMEWHBIE LIEHHOCTH, TOTOBBIM K CO3JaHUI0 CEMBU U

BOCIIMTAHUIO JETEH; JEMOHCTPUPYIOIINI HENpUsATHE HAacuiusd B ceMbe, yxona|JIP 12

OT PpOIUTEIBCKOM OTBETCTBEHHOCTH, OTKa3a OT OTHOLIEHHWW €O CBOUMH
JETbMHU U UX (UHAHCOBOTO COJICPIKAHUS.

JIN4YHOCTHBIE pe3yJbTaThbl p €ajiu3allui NPpOorpaMMsbl BOCIIMTAHUS, OIIPEACICHHLIC

oTpac/ieBbIMHA TpCﬁOBaHHﬂMH K J€¢JIOBBIM KadyeCTBaM JIMYHOCTH

JemoucTpupyromuii ymerue 3¢(HeKTUBHO B3aUMOICHCTBOBATh B KOMaH e, BECTH

JIMAJIoT, B TOM YHCJIE C UCTIOJIb30BaHUEM CPEJICTB KOMMYHUKALIUU. JIP 13
JleMOHCTpUpYIOIIMI HAaBBIKM aHallM3a W HHTEpHpeTanuu HHQOpMaluu u3 JIP 14
Pa3IMYHBIX UICTOYHUKOB C YY€TOM HOPMATHUBHO-TIPABOBBIX HOPM.

JIeMOHCTpHPYIOIIH TOTOBHOCTh U CIIOCOOHOCTh K OOPa30BaHHIO, B TOM YHCIIE
caM000pa3oBaHuI0, HA MPOTSHKEHUU BCEH JKM3HM; CO3HATENILHOE OTHOIICHHE K JIP 15

HETPEphIBHOMY 00pa30BaHUIO KAaK YCIOBHUIO YCIIEHIHON NpOQecCHOHATHHON U
0O0I11eCTBEHHOH 1€ TETbHOCTH.

JIMYHOCTHBIE pe3yJbTaThl P €ajJU3allMi IIPOrpaMMbI BOCITUTAHUS, OIIPECACTCHHBIC

cyobexTom Poccniickoii @exepanun (MockoBCKOi 00,1aCTHIO)

OddexTuBHO NEMOHCTPUPYIOUINI TpodecCHoHaIbHbIe HABBIKM B 00JacTu
MpOPECCHOHAIBHON  ACSATEIIBHOCTU C Y4YeTOM CHeluUKH pbhIHKAa Tpyda
MockoBckoii 061acTH.

JIP 16

JIMYHOCTHBIE pe3yJbTaThbl peaIM3allii IPOrpaMmMbl BOCIIMTAHUS, OIIPEACICHHBIC

KJIIY¢BbIMH paﬁoTOIlaTeJIHMI/I

VYMeromuii BbICTpauBaTh KOHCTPYKTHUBHBIE B3aMMOOTHOLIECHHUS B KOMAaHIHOM
paboTe TO pemIeHHI0 OOImMMX 33aJa4, B TOM YHCIE C HCIOIb30BAaHHEM
COBPEMEHHBIX CPEJCTB CETEBBIX KOMMYHHKAIIAMN.

JIP 17

JINYHOCTHBIE pe3yabTaThbl peain3dallui NporpaMmbl BOCIIUTAHUSA, OTIPEIC/ICHHDIC

cy0obeKTamMu 00pa30BaTeIbHOr0 NMpolecca

CdopmupoBaHO MHUPOBO33pEHHUE, COOTBETCTBYIOIIEE COBPEMEHHOMY YPOBHIO
pa3sBUTHSI HAYKU U OOILECTBEHHOM MPAKTUKH, OCHOBAHHOE Ha THAJIOTe KYJIbTYD,
a TaKXKe Pa3TUIHBIX (POpM OOIIECTBEHHOTO CO3HAHMUSI, OCO3HAHNE CBOETO MECTa B
HOJHUKYIBTYPHOM MHpE.

JIP 18




1.1.3. B pe3yabTaTte 0cBOeHHsI MPO(eCCMOHATBLHOI0 MOYJIsl CTYAEHT J0JI2KEeH::

HNwmetn —  YCTaHOBKH, HaCTPOWKHU MPOTPAMMHBIX CPEJICTB 3aIUThl HHPOPMALIUHA B

NPAKTHYECKUH | aBTOMATU3UPOBAHHON CHCTEME;

OIIBIT — oOecredeHHs] 3alIUTBl AaBTOHOMHBIX aBTOMATHU3UPOBAHHBIX CHCTEM
MIPOTPAMMHBIMU U IIPOTPAMMHO-AMIIAPATHBIMUA CPEICTBAMU;
—  TectupoBaHHs (QYHKIMH, JMAarHOCTUKA, YCTPAHEHUS OTKa30B W
BOCCTAHOBJICHHSI PabOTOCIIOCOOHOCTH MPOTPAMMHBIX M MPOTrPAMMHO-
armapaTHBIX CPEACTB 3alTUThl HHPOPMAIIHH
— pemenust 3amad 3anmtel oT HCJl k wuHbOpManmum OrpaHu4eHHOTO
JIOCTyIIa € IIOMOLIBIO IIPOTPaMMHBIX W HPOrPaMMHO-AINAPATHBIX CPEICTB
3aIUTHl THGOPMAIIHH;
—  NPUMEHEHMS 3JIEKTPOHHOM MMOJIMUCH, CAMMETPUYHBIX U AaCUMMETPUYHBIX
KpUNTOrpapuuecKux alrOPUTMOB U CPEICTB MU(PPOBAHUS TaHHBIX;
—  yu€ra, 0OpabOTKH, XpaHEHUs U Tepeaayu uHboOpMaIuu, A KOTOPOM
YCTaHOBJIEH PEXUM KOH(DUIEHIIUAIBHOCTH;
—  paboThI C MOJCUCTEMAaMHU PETUCTPALIMH COOBITHIA,
—  BBISBIICHUSA COOBITHH u WHIUJICHTOB 0e30macHOCTH B
aBTOMAaTU3UPOBAHHOMN CHUCTEME.

YMETh —  yCTaHaBJIMBaTh, HACTPAUBAaTh, IPUMEHATH IPOTPAMMHBIE U IIPOIPAMMHO-

anrnapaTHble CpeCTBA 3alIUThl HH(OPMALIUH;

—  yCTaHaBIMBAaTh WM HACTpaWBaTh CpPEACTBAa AHTUBHUPYCHOW 3allUTHl B
COOTBETCTBUM C IPEIbABISIEMbIMU TPEOOBAHUSIMU;

—  JIMarHOCTHUPOBATbH, YCTPaHATH OTKa3Hl, obecrieynBaTh
paboTOCTIOCOOHOCT M TECTUPOBATh (DYHKIMHM MTPOrpaMMHO-ANIAPATHBIX
CpPEZCTB 3aLIUThI UH(OPMALIIH;

—  TNPHUMEHATh NPOTPAMMHBIE M TPOTPaMMHO-ANIapaTHBIE CPEICTBA IS
3amuThl HHGOpPMAIK B 6a3ax JTaHHBIX;

—  TpOBEpATh BBINOJHEHHE TpeOOBaHUN MO 3ammTe HH(OpMAIMH OT

HECaHKLIMOHUPOBAHHOTO JocTyna npu aTTecTaluu 00BEKTOB
nH(pOopMaTU3alny o TpeOOBaHUAM 0€30MacCHOCTH NH(OPMALINH;
—  TIPUMEHSATH MaTeMaTHYECKUN anmnapar JUIS BBITIOJTHEHUS

KpUnTorpaguueckux npeoOpa3oBaHuii;

—  HCHOJb30BaTh TUIOBBIE MPOTrPaMMHbBIE KPUIITOTpapUUECKHe CPEICTBA, B
TOM YHCJIE YIEKTPOHHYIO MOJIINCH;

—  NPHUMEHATh CPE/ICTBA FapaHTHUPOBAHHOTO YHUUTOXKEHUS MH(POpMaIuy;

—  yCTaHaBJIMBAaTh, HACTPAUBATh, IPUMEHATH IPOTPAMMHBIE U IIPOIPAMMHO-
anmnapaTrHble CpeiCTBa 3alUThl HHPOpMaLUY;

—  OCYIIECTBJIATh MOHMTOPUHI M PETUCTPALUIO CBEIEHUH, HEOOXOIMMBIX
JUI 3alUThl 0OBEKTOB MH(pOpPMATHU3ALMK, B TOM YHCIE C HMCIOJb30BaHUEM
IPOrpaMMHBIX ¥  MPOTrpaMMHO-AMMapaTHBIX  CPEACTB  OOHApyX eHHS,
MPEAYIPEXKACHNS U JINKBUAALUU TIOCIEICTBUA KOMIIBIOTEPHBIX aTaK




3HaTb

—  OCOOEHHOCTH H CTIOCO0BI IIPUMEHEHUS IIPOTrPaMMHBIX U
IIPOrPaMMHO-

anrmapaTHbIX CPEACTB 3alIUThl MH(POPMAIUU, B TOM YHCJIE, B ONEPALMOHHBIX
cucTeMax, KOMIbIOTEPHBIX CETAX, 0a3axX JaHHBIX;

—  METOABl TECTUPOBaHMA (QYHKIMHA OTAEIBHBIX HPOTPAMMHBIX U
IPOTPaMMHO- allapaTHbBIX CPEACTB 3alUTHI HH(POPMALINH;

—  THUIOBBIE MOJEJH YIPAaBIEHUS JAOCTYIIOM, CpPEACTB, METOAOB U
IPOTOKOJIOB UCHTU(UKALIMY U ayTeHTU(DUKALNY;

—  OCHOBHBIC TOHATHS KPUNTOrpaduu M TUMOBBIX KPHUOTOTPAPUUECKUX
METO/OB U CPEJICTB 3aIUTHI HHPOPMALIUY;

—  0COOEHHOCTU U CHOCOOBI MPUMEHEHUS NPOTrPAMMHBIX M IPOTrPaMMHO-
anmnapaTHbIX CPEACTB I'APAHTUPOBAHHOI'O YHUUTOXKEHUS HHPOPMALINY;

—  TUIOBBIE CPEJCTBA W METOJbI BEICHHS ayJHTa, CPEACTB M CIOCOOOB
3alMThl MH(POPMALMK B JIOKAIBHBIX BBIYMCIHUTEIBHBIX CETAX, CPEICTB
3aIUTBI OT HECAHKIIMOHUPOBAHHOIO JOCTYTIA.

1.2. Kosim4ecTBO 4aCOB, 0TBOAUMOE HA OCBOEHME NMPO(eCCHOHATBHOT0 MOAYJIS

Bcero 683 gac, u3z HuX

Ha ocBoerue MJIK — 401 gacos,

Ha y4eOHYIO U TIPOU3BOJCTBCHHYIO IPAKTHKHU — 252
9acoB Ha MPOMEKYTOUHYO aTTECTAIUIO TI0 MOIYIIIO -
30 gacoB




2. CTPYKTYPA U COAEP KAHUE ITPO®ECCUOHAJIBHOI'O MOAYJISL
2.1. Ctpykrypa npogeccHoHATbHOI0 MOAYJIsI

O0bem BpeMeHH, OTBe/ICHHbIN HA OCBOEHHE IpakTuka DK3aMeH,
MEKIMCIUILIMHAPHOIO Kypca (KypcoB) KOHCYJIbTALINH
Koabt HaumenoBanust Bcero yacos Camocrosite
npodeccuona pa3aeioB (Maxc. Oobs13aTesIbHbIE AYTUTOPHBbIE JIbHA
bHBIX 00X | MpodecCHOHATBHOIO yuyeOHas yueOHbIe 3aHATHS ydeOnasi | yueGHasi [IPOHM3BOACTBE
KOMIIeTeH I i MOyJIst HAIpY3Ka pabdora 4acoB HHasl ,
NPAKTHKH) B T.4. B T.4., 4acoB
BCEero, J1a0opaTopHbIe KYPCOBO# |BCero, 4acoB
yacoB |padoThI, YaCOB| MPOEKT,
4acoB
1 2 3 4 5 6 7 8 9 10
Paznen 1 monmymns.
K 2.1 - [Ipumenenue
MK 2.6 HPOIPAMMILIX 1 238 188 84 30 : : 18
[IPOrpamMMHO- 32
OK 1-OK 10 arrapaTHbIX CPEJICTB
3amuThl HH(DOpPMALIUU
IIK 2.4 Paznen 2 monys. - -
IIpumeHeHne 181
OK 1-OK 10 | xpunrorpaduyeckux 148 80 33
CPEJICTB 3alUThI
uH(bOopMaIuu
OK 1-10 VYuyeOHast mpakTHKa 108 108
K 2.1 -
I1K 2.6
OK 1-10 [Ipou3sBoaCcTBEHHAs 144 144
[IK 2.1 - IIPaKTHKa
I1IK 2.6
Koncynbranuu 6 6
DK3amMeH 6 6
Bcero: 683 336 164 30 65 108 144 30




2.2. TeMaTH4ecKHii IJIaH U coep:KaHHe NMPO(ecCHOHATBLHOT0 MOAYJIsI

HaumeHoBaHue pa3jie/ioB

npogdeccuoHaIbLHOr0
moyst (IIM) Conep:kanue y4eOHOT0 MaTepHuaJia, JJadopaTopHble pad0ThI M MPAKTHYECKUE 3aAHATHS, Oo0bem
Y ’ caMocTosiTe]IbHAs padoTa o0yuyarouierocsi, Kypcosasi padora (Ipoekxr) 4acoB
MEKIM CUMIITHHAPHBIX
kypcoB (M/K) u tem
1 2 3
Pa3znen 1 monyns. [IpuMenenne mporpaMMHBIX M IPOTPAMMHO-ANMAapaTHBIX CPECTB 3aIIUTH HHPOPMAIHH 238
MJIK.02.01. TIporpamMMHBIC U TTPOrpaMMHO-aNapaTHbIC CPEICTBA 3alUThl HHPOPMAITUH 188
Pa3nen 1. OcHOBHbIE IPUHIUIIBI IPOIPAMMHOM U IPOrPaMMHO-AIINAPaTHON 3alIUThl THPOPMALUU 58
Tema 1.1. IIpenmer u 3anaun | Codeporcanue 2
MPOrpaMMHO-  amnmnapaTHOM - N
MeT 1 YU T MMHO-aIapaTHON UTHI HHGOpMAITH
SAUHTH HEDOPMAIIH peaMeT M 3aa4M Iporpa 0-aInapaTHoi 3ail dbopmarun
OcCHOBHbBIE OHATHS TPOrPaMMHO-AIAPATHON 3aIUThHI HHPOPMALUU
Krnaccugukanys MeTo10B ¥ CpeiCTB MPOrpaMMHO-aNMapaTHON 3alUThl UHPOpMauu
Tema 1.2. Crangaptsl Cooeporcanue 8
6e30macHOCTH
HopMmaTtuBHbIe TpaBoBbI€ aKThl, HOPMAaTUBHbBIE METOINYECKUE TOKYMEHTHI, B COCTaB KOTOPBIX BXOJST
TpeOOBaHUS M PEKOMEHIAIUH T10 3aluTe HHPOPMALIUU MPOTPAMMHBIMU M ITPOrPaMMHO-aNNapaTHbIMU
cpenctBamu. [Ipodguin 3auuThl IPOrpaMMHBIX U IPOTPAMMHO-ANIaPATHBIX CPEJCTB (MEKCETEBBIX IKPAHOB,
CpEeACTB KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCUTENIEH HH(OPMAIINK, CPEJCTB JJOBEPEHHOM 3arpy3KH, CPEICTB
AQHTUBHUPYCHOM 3aIUTHI)
CrangapTsl 110 3amuTe HHGOPMAIUH, B COCTaB KOTOPHIX BXOAAT TPEOOBaHUS U PEKOMEHIAllUU 110 3alIUTe
uH(pOpMAaIUY TPOTPAMMHBIMU M MIPOIPaMMHO-AMIAPATHBIMU CPEICTBAMH.
B mom uucne nabopamopuvix pabom 4




O030p HOPMATHBHBIX IPABOBBIX AKTOB, HOPMATUBHBIX METOAMYECKHUX JOKYMEHTOB IO 3alIUTE HHPOPMAIUH,
B COCTaB KOTOPBIX BXOJAT TpeOOBaHMS U PEKOMEHJAIMHU 110 3aluTe UH()OPMAIMK IPOrPaMMHBIMU U
IIpOrpaMMHO-aINnapaTHBIMKU cpesicTBaMU. PaboTa ¢ copep:kaHueM HOPMaTHBHBIX IIPABOBBIX aKTOB.

00630p cranmaptoB. PaboTa ¢ copepkaHreM CTaHIAPTOB

Cooeporcanue

ABTomaTu3aIus mpoiecca 00padoTku nHGOpMaUN

Tema 1.3. 3amuienHas [loHsiTHE aBTOMATU3UPOBAHHOMN CHCTEMBI.

ABTOMATHU3UPOBaHHAsA

CHCTEMA OcobeHHOCTH ABTOMATU3HWPOBAHHBIX CUCTEM B 3alIUIICHHOM UCIIOJIHCHHUU.

OcHoBHbIe Bubl AC B 3aIIUIIIEHHOM HUCIIOJTHEHHH.

MeToapbl CO3aHus 0€30IaCHBIX CUCTEM

MeTtoaonorus IIPOCKTUPOBAHUA I'apAHTHPOBAHHO 3alUIIICHHBIX KC

Z[I/ICerI_II/IOHHBIe MOACIN

ManpgaTHEIE MOJEIH

B mom uucne nabopamopnuvix pabom

VYuert, 06paboTka, xpaHeHue u nepeaaya napopmanuu B AUC

Ol"paHI/I‘leHI/IC AO0CTYIIa Ha BXOJ B CUCTCMY.

Wnentudukanys u ayTeHTU(GUKAIUS 110JIb30BaTeNei

Pasrpannuenue nocryna.

Perucrparmus cobpiTuii (ayaur).

KoHTpoJIb 11€I0CTHOCTH TaHHBIX

YHHUUTOXKEHHE OCTATOYHOM HH(pOpMAIIHH.

VYnpasienue nonutukoit 6esonacHocty. [llabmonslr 6e30macHOCTH

Kpunrorpaduueckas 3amura. O630p nporpamMm mu(poBaHus TaHHBIX




VYnpasienue nonutukoit 6ezonacHocty. [llabmonsr 6e30macHOCTH

Tema 1.4. Cooepoicanue 8
Jlectabunusupyromiee - 5 - 5
BOSEHCTBHE Ha OGBEKTHL CTOYHHMKU JECTa0MIN3UPYIOIIEr0 BO3ACHCTBUS Ha OOBEKTHI 3aIUThI
3alMThI Crioco0ObI BO3/ICCTBHUS HA HH(OPMAITUIO
[TpyauHBI 1 YCTIOBUS 1€CTA0MIM3UPYIOIIETO BO3ICHCTBUS HAa HHPOPMAIIHIO
B mom yucne nabopamopnuix pabom 4
Pacrnipenenieare kaHaIOB B COOTBETCTBHH C UICTOYHHKAMU BO3ICUCTBHS HA MHPOPMAITUIO
Tema 1.5. IIpuHIUIBI Cooepoicanue 8
IIPOrpaMMHO-aNIapaTHON I
SAIATH HEGOPMAIHH OT OHSITHE HECAaHKLIMOHUPOBAHHOIO JOCTYIAa K UHPOpMALIUU
HCCAaHKIIMOHUPOBAHHOT'O OcHoBHbIe TOIX0bI K 3anuTe nHGopmammu ot HCJI
JocTyna
Opranu3anys AocTymna K (aiinam, KOHTPOJIb AOCTyIA U pa3rpaHUyYeHHe JOCTyIa, HePapXUUEeCKHU JOCTYI K
¢ainam. @ukcanus gocTyna K ¢daiinam
JocTyn K JaHHBIM CO CTOPOHBI Mpoliecca
OcoOeHHocTH 3alIUThl JaHHBIX OT u3MeHeHus. llndposanue.
B mom uucne nabopamopnuvix pabom 4
Opranuzanus goctymna K daiimam
O3HaKOMJICHHE C COBPEMEHHBIMH MIPOTPAMMHBIMU U IIPOTPAMMHO-ANMapaTHBIMUA CPEJICTBAMU 3aIIUTHI OT
HC/]
Paszgen 2. 3amuTa aBTOHOMHBIX aBTOMaTU3UPOBAHHBIX CHCTEM 40
Tema 2.1. OcHoBsl 3amutsl | Coaepxanue 4

ABTOHOMHBIX
ABTOMATU3UPOBAHHBIX
CUCTEM

Pa6ota aBroHOMHOI1 AC B 3aIIMILIEHHOM pPEXHUME

Anroputwm 3arpy3ku OC. IlITaTHbIe cpeaCcTBa 3aMBIKAHUST CPEBI

Pacmmpenune BIOS kak cpefcTBO 3aMbIKaHUsI IIPOTPAMMHON CPEIbI




Cucremsl TuIIa DIEKTPOHHBIN 3aMOK. D3 ¢ IPOBEPKOI LIETOCTHOCTH ITporpaMMHOil cpeasl. Ilonstue AM/I3
(moBepeHHas 3arpysKa)

[IpumeHeHHe 3aKIIa 0K, HAITPABJICHHBIX HA CHIDKEHUE YP(PEKTUBHOCTH CPEJICTB, 3aMBIKAIOIIUX CPEIY.

Tema 2.2.3amuTa nporpamm
OT M3Y4CHHS

Conepxanue

Wzyuenne u obpatHoe npoekruposanue 110

Crioco0b1 HU3Yy4YCHUS I1O: cratnueckoe u JUHAMHUYCCKOC U3YUCHUEC

3a/1a4u 3aIUTHI OT H3YYEHUS U CIIOCOOBI UX PEIICHUS

3amura oT OTJIaAKH.

3ammra oT I[I/ISaCCGM6J'II/IpOBaHI/I$I

3amuTa OT TPaCCUPOBKH 110 IPEPHIBAHUSM.

Tema 2.3. BpenonocHoe
IporpaMMHOe oOecrieueHue

Coneprxanue

BpenonocHoe nporpamMmmHoe obecriedeHre Kak 0coObIi BU pa3pylIatoliuX BO3AeHCTBUM

Knaccugukanus BpejoHOCHOT0 ITporpaMMHOTo obecneueHus. Cxema 3apaxxeHusi. CpeacTBa HeMTpanu3auu
BpenoHocHoro I10. TIpopunakTrka 3apakeHus

[Mowuck cienoB aktuBHOCTH BpepoHocHOoro I10. Peectp Windows. OcHOBHBIEC BETKH, COIEPIKAIINE
unpopmanuto o BpegonocHoM I10. JIpyrue o0bekTsl, coaepxkaiue nHpopmainio o BpegonocHoMm [10, daiinbr
prefetch.

bor-netsl. [Ipunnun gyHkunoHupoBanus. MeToabl 0OHapyKeHUs

Knaccudukanus anTuBupycHbIX cpeAcTB. CUTHATYpHBINA U 3BPUCTUYECKUI aHATIN3

3ammra OT BUPYCOB B "pydyHOM pexkume"

OcHoBHBIC KOHICIIIHU ITOCTPOCHUA CUCTEM aHTHBprCHOﬁ 3aIlUTHI Ha MMPEANIPUATAN

B mom uucne nabopamopnuix pabom

[Tpumenenus cpeacts ucciempoBanus peectpa Windows st HaX0XKIEHUS CIEI0B aKTUBHOCTH BPEIOHOCHOTO
110




Tema 2.4. 3amura nporpamMm
U JIaHHBIX OT
HECaHKLOHUPOBAHHOTO
KOIIMPOBAHUS

Cooeporcanue

HecankimonupoBannoe konupoBanue nporpamm kak tun HCJJ

IOpunnyeckue acreKkTbl HECAaHKIIMOHMPOBAHHOTO KONMPOBaHUs porpamMm. OO011iee MOHATHE 3aLIUThI OT
KOIIMPOBAHUS.

[Tpussizka I1O k anmapaTHOMY OKPY>KEHHUIO K HOCUTEISIM.

3amuTHBIC MEXaHU3MbI B COBPEMEHHOM IIporpaMMHOM obectieueHnn Ha npumepe MS Office

B mom uucne nabopamopnuvix pabom

3aHII/ITa HH(l)OpMaHI/II/I OT HCCAHKIMMOHHWPOBAHHOI'O KOIITMPOBAHUA C NCITIOJIB30BAHHUEM CIICHUAIM3UPOBAHHBIX
IIpOrpaMMHBIX CpCACTB

3amuTHBIC MEXaHU3MBI B TIpuIIokeHusix (Ha mpumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
MH(OPMALMK Ha MAITHHHBIX
HOCHUTCIAX

Cooeporcanue

12

[Tpobnema 3amuThl OTUYX1aeMbIX KOMITOHEHTOB [I9BM.

MeToap! 3aIUThI I/IH(I)OpMaI_II/II/I Ha OTHYKAACMbIX HOCUTCIIAX. H_[I/I(l)pOBaHI/Ie.

CpencTBa BoccTaHOBJIEHUST OcTaTOYHOM HHpopMarmu. Co3aaHue MoceKTOpHBIX 00pa3zoB HKM/I.

HpI/IMCHeHI/IC CpCACTB BOCCTAHOBJICHUA OCTaTOYHOM I/IH(I)OpMaI_[I/II/I B Cy,[[C6HBIX KPpUMHUHAJITUCTUICCKUX
OKCICPTHU3ax U IIpU pacCiI€aA0OBaHN MHIUICHTOB. HOpMaTI/IBHaSI 6a3a, AOKYMCHTHUPOBAHUC PE3YJIbTATOB

Be3B03BpaTHOC YAAJIICHUC JaHHBIX. HpI/IHHI/IHH " aJITOPUTMBI.

B mom yucne nabopamopnuvix pabom

[IpumeneHnue cpeacTBa BOCCTAHOBJICHHS OCTaTOYHOW MH(opMaluu Ha ipumepe Foremost unu ananora

[Ipumenenue cnenuaIn3upoOBaHHOTO MTPOrPaMMHO CPEICTBA I BOCCTAHOBIIEHUS yAIEHHBIX (DaiiioB

[Ipumenenue nmporpaMm i 6€3BO3BPAaTHOTO yAAJEHUS TaHHBIX

[Ipumenenue nmporpaMm AJis MU(PPOBAaHUS JAHHBIX HA CbE€MHBIX HOCUTEISX

Tema 2.6. AnnapaTtHsie

Cooeporcanue




CpeICTBa UICHTU(UKAIINY U
ayTeHTU(PUKALINH
MoJb30BaTeNeH

TpeboBanus Kk anmapaTHBIM CPEICTBAM UACHTU(DUKAIIMH U ayTeHTU(UKAIINH [T0JIb30BaTENeH, IPUMEHIEMbIM

B O3 u AIIM/I3

Ycrpoticta Touch Memory

Cooeporcanue 4
COB u COA, otnnuus B pyaknusx. OcHoBHbIE apxutekTypsl COB
Tema 2.7. Cucremsl Hcnons3oBanne cereBbix cHUGPepoB B kauecte COB
OoOHapyKCHHSI aTaK U
N AnnapatHbiii komnoneHT COB
BTOP>KEHUH apa ommonerT CO
[Iporpammublil komnonenT COB
Mopenu cuctembl 00OHapyXeHus: BTop>keHui, Kinaccudukanus cucreMm oOHapyKeHUST BTOPIKEHHIH.
Oo6Hapyxenue curtaryp. O6HapyxeHue aHoManui. J[pyrue Mmeroipl 0OHapyKeHUsl BTOP)KEHUI.
B mom wucne nabopamopnuvix pabom 2
MopenupoBaHue IpoBeAeHUS aTaku. M3ydeHne HHCTpYMEHTAIbHbIX CPeACTB O0OHAPYKEHHs BTOPKEHUN
Paznen 3. 3amura nHGOpPMAIIUK B JJOKATBHBIX CETIX 10
Tema 3.1. OcHOBBI Cooeporcanue 2
MIOCTPOEHHUS 3aILUIIIEHHbBIX
cereii Cetn, paboTaroniye o TeEXHOJIOIMH KOMMYTAllUU TaKEeTOB
Crex nipotokosioB TCP/IP. OcobeHHOCTH MapIIpyTH3AIIHH.
[ItaTHbie cpeacTBa 3auMThl HH(pOpMAIMU cTeka mpoTokoioB TCP/IP.
CpeznctBa HACHTU(PUKALMK U ayTeHTU(DUKAIIMY Ha pa3HbIX ypoBHsX mporokona TCP/IP, mocTtouHcTBa,
HEJ0CTaTKU, OTPAHUYECHMS.
Tema 3.2. Cpencrsa Cooeporcanue 8

opranuzauuu VPN

BI/IpTyaJ'IBHaSI qyaCTHas CCTh. (DYHKI_[I/II/I, HAa3HAYCHUC, IIPUHIUIT TIOCTPOCHUA

Kpunrorpaduueckue n Hekpunrorpapudeckue cpeactsa opranuzanuu VPN

YcrpoiictBa, oopasyrontue VPN. Kpunromapuipyruszarop 1 KpunToQuibTp.

Kpunropoyrep. IIpuHunmnel, apXurekrypa, MOJENIb HApYLUIUTENS, JOCTOUHCTBA U HETOCTATKH




Kpunropmistp. [IpuHIMIEL, apXUTEKTypa, MOJIEIb HAPYILIUTENs, JOCTOMHCTBA U HEJIOCTATKU

B mom uucne nabopamopnuvix pabom

PazsepTriBanue VPN

Paznen 4. 3anura nHbOpMAaIMU B CETAX OOIIETO AOCTYyIa

Tema 4.1.06ecnieuenne Cooeporcanue

0€e30MacHOCTH

MEKCETCBOLO Mertop! 3amuThl HHGOpMAIMK TpH padoTe B CETSAX 0OIIEro JOCTYyIA.

B3aUMO/ICHCTBIS MesxceteBbie skpanbl Tuma firewall. JloctouHcTBa, HETOCTATKH, peai3yeMble MOJUTHKH 0€30MaCHOCTH

Ocuosubie Tursl firewall. Cummerpuunbie u HecummeTpuunbie firewall.

VYpogens 1. [lakeTHsie pUIBTPHI

VYposens 2. GunbTparius ciryx0, MOUCK KIIOYEBBIX CJIOB B TEJIEC MAKETOB HA CETEBOM YPOBHE.

Yposensb 3. Proxy-cepBepa NpUKIagHOTO YPOBHS

OpnHoxocToBbIE U MyJIbTHXOCTOBBIE firewall.

OCHOBHBIE THITBI apXUTEKTYp MyIbTHXOCTOBBIX firewall. TpeOoBanust K KaXKIOMy XOCTY UCXOISI U3
ApPXUTEKTYPHI U BBIMOIHAEMBIX (PYHKIIMHA

TpeboBanus o cepTuhUKaLNN MEKCETEBBIX IKPAHOB

B mom yucne nabopamopnuix pabom

W3yuenue u cpaBHenue apxutektyp Dual Homed Host, Bastion Host, Perimetr.

W3yuenne pa3inyHbIX CIOCOOOB 3aKpPBITHS "OMACHBIX" TOPTOB

Paznen 5. 3amumra nadopmaruu B 6a3zax JaHHBIX

Tema 5.1. 3amura Cooepoicanue

nHpopmanuu B 6azax

JIAHHbIX OcHoBHbI€ THIIBI YIp03. Moaenb HapymuTens

CpencTBa uaeHTU(UKAMH U ayTeHTU(DUKAIUU. YTIpaBICHUE T0CTYIIOM

CpenctBa KOHTPOJIS LIETOCTHOCTH MH(OpMaLUY B 6a3ax JaHHBIX




CpenctBa aynuTa v KOHTpOJIst Oe3omacHocTH. Kputepun 3amuimeHHocTH 6a3 TaHHBIX

[Ipumenenue kpuntorpaguueckux CpeCcTB 3alIUThl HHPOpPMAIMK B 0a3ax TaHHBIX

B mom uucne nabopamopnuvix pabom

Nzyuenune mratHbix cpeacts 3ammtel CYB] MSSQL Server

Pa3nen 6. MoHnuTopuHr cucre

M 3alllMTHhI

34

Tema 6.1. MoHUTOPUHT

Cooepoicanue

10

CHUCTEM 3allIUThI

[TousiTue 1 000CHOBAHUE HCO6XOIII/IMOCTI/I HCIIOJIb30BaHUA MOHUTOPUHI'A KaK HGO6XOI[HMOI>1 KOMITIOHCHTHI
CHUCTCMBI 3alllMThI I/IH(i)OpMaI_II/II/I

OcobenHoctr (hUKcauu COOBITHIA, TOCTPOCHHBIX Ha PA3HBIX MIPUHIIMIIAX: CETH C KOMMYTAIUCH COCAMHCHHUIA,
ceTh ¢ KoMMyTaluei maketos, TCP/IP, X.25

Knaccudukanus orciexnBaeMbix coobITHii. OCOOEHHOCTH MTOCTPOCHUSI CUCTEM MOHUTOPUHTA

VcTounrku nHGOpMAIINY 17151 MOHUTOPUHTA: CETEBbIE MOHUTOPBI, CTATUCTUYCCKHE XaPAKTEPUCTUKU
Tpaduka yepe3 MO, mpoBepka pecypcoB 00IIEro MOJIb30BAHMS.

KJ'IaCCI/I(I)I/IKaI_II/IH CCTCBLIX MOHHUTOPOB

Cucrtembl yrpaBlieHHs COOBITUAMHI HHPOPMAIIMOHHOM O0e3omacHocTh (SIEM).
0O630p SIEM-crcreM Ha MUPOBOM M POCCUIICKOM pPBIHKE.

B mom uucne nabopamopnuvix pabom

W3y4yeHune u cpaBHUTEIBHBIN aHAM3 PaclpOCTPAHEHHBIX CETEBBIX MOHUTOPORB Ha mpuMepe RealSecure,
SNORT, NFR unu npyrux aHajioros

[IpoBenenue aynura JIBC ceTeBbIM CKaHEPOM

Tewma 6.2. 3yuenue mep
3aIuThl HH(OpPMaLIUU B
MH(POPMAIIMOHHBIX CHCTEMAX

Cooepoicanue

Nzydenue TpeGoBaHMil 0 3amuTe HHGOPMAIIUY, HE COCTABISIONIEH TOCYJapCTBEHHYIO TaitHy. V3ydueHue
Metonueckux qoKyMeHToB @CTIK nmo npuMeHeHnIo Mep 3alIUThI.

B mom wucne nabopamopnuvix pabom

Br16op Mep 3anuTel HHGOpMAIMK 711 UX peaau3ainy B HHGOPMAIMOHHOK cucteme. Beioop
COOTBETCTBYIOIIMX ITPOrPAaMMHBIX U IIPOTPAMMHO-ANIIAPATHBIX CPEICTB U PEKOMEHJALUNI 10 UX HACTPOUKE.




Tema 6.3. U3yuenue
COBPEMEHHBIX IPOTPAMMHO-
arrapaTHbIX KOMIIJICKCOB.

Cooeporcanue

20

B mom uucne nabopamopnuvix pabom

20

YcTaHOBKa M HACTPOMKa KOMILIEKCHOTO cpeicTBa Ha mpuMepe SecretNetStudio (yueOnas nuiieH3us) wim
JIPYTUX aHAJIOTOB

YcTaHOBKa M HACTPOWKA MTPOTPAMMHBIX CPEJICTB OLICHKH 3aIUIICHHOCTH U ayIuTa HHPOPMAITMOHHON
0e30macHOCTH, H3ydeHre GYHKINI ¥ HACTPOMKa PeKUMOB paboThl Ha mpumepe MaxPatrol 8 wiu npyrux
aHaJIOTOB

N3yyenune TunoBsIx pemienuit s mocrpoerus VPN Ha npumepe VipNet wiu aApyrux aHaaoron

W3yuenne cOBpeMEHHBIX CHCTEM aHTUBUPYCHOH 3aIIUTHl HA TPUMEPE KOPIIOPATHBHBIX PELICHUI
KasperskyLab uiu gpyrux ananoros

W3yyenune pynkunonana u obnacreit npumenenuss DLP cucrem na mpumepe InfoWatchTrafficMonitor nim
APYTUX aHAJIOTOB

KypcoBoii npoexr
TEeMaTHKa KypCOBBIX paboT

OI_[CHKa B(I)CI)CKTI/IBHOCTI/I CYHIICCTBYIOIIUX TPOTPAMMHBIX U ITPOTrPAMMHO-aIIapaTHBIX CPCACTB 3alIUThI I/IH(l)OpMaI_II/II/I C IPUMCHCHUCM
CIICHUAIM3UPOBAHHBIX UHCTPYMCHTOB U METO/10B (I/IHI[I/IBI/II[ya.TII)HOG 3a)1aH1/Ie)
O630p " aHaJIn3 COBPEMCHHBIX MPOTPAMMHO-AIIITApATHBIX CPEACTB 3alUThI I/IH(l)OpMaI_[I/II/I (I/IHI[I/IBI/II[yaJ'IBHOC Sa,Z[aHI/Ie)

Br16op onTuMansHOTO CpesicTBa 3alIMThl HHPOpMAIUK UcXxo i U3 Metoandeckux pekoMeHaanuii @CTOK u nMerommxcs UCXOIHBIX TaHHBIX

(I/IHI[I/IBI/II[yaJIBHOC SaﬂaHI/Ie)

[IpumeHneHne mporpaMMHO-aIapaTHbIX CPEICTB 3aIUThI HH(GOPMAIIMU OT PA3JIMYHBIX TUIIOB YIpO3 HA NPEANPUITUN (MHANBUYATIBHOE

3a71aHue)

[Tpobnema 3amuTel HHGOpMAIK B 00JIaYHBIX XpaHunumiax nanubix u [{O/lax 3amura cpen BUpTyann3anuu

30



https://www.infowatch.ru/products/traffic_monitor_enterprise

CamocrosrenbHas pabora

TeMaTHKa CaMOCTOATENIbHON paboThl mpu n3ydenun MJIK.02.01:

W3yuenne HOBBIX TEXHOJIOTHI XpaHeHHs HH(POpMALIUU

CraTucTHka ¥ aHaJu3 KPYIHBIX yTedeK HHPOpMaIuu 3a Toj

[Tounck nHpOpMAIUKU O HOBBIX BHIaX aTak Ha WH()OPMAIMOHHYIO CUCTEMY

0O0630p cOBpeMEHHBIX MPOTPAMMHBIX U MPOTPAMMHO-ANNAapaTHBIX CPEICTB 3aIIUThI

CpaBHUTEIBHBIN aHATTN3 COBPEMEHHBIX MPOTPAMMHBIX M MPOTPAMMHO-ANIAPATHBIX CPECTB 3AIIUTHI

CucremaTnueckas npopaboTka KOHCIEKTOB 3aHATHI, yueOHOH 1 CHelHalbHOM TeX HUUECKON JIUTepaTypsl (110 BompocaMm K rnaparpadam,
rJiaBaM y4eOHBIX TOCOOUM, COCTABICHHBIM TIPEIO/IaBaTEIIeM )

[ToaroroBka Kk nMpakTUYeCKUM padoTaM C HCIOIb30BAHHEM METOIMYECKUX PEKOMEHIAlMi TperoaaBaress, 0ohopMIeHIE MPAKTUYECKUX
paboT, OTYETOB K UX 3AIIUTE.

PaGota Hag KypcOBBIM MpOEKTOM (paboTOM): TUIaHUPOBAHKE BHITIOJHEHHS KypPCOBOTO IIPOEKTa (paboThl), onpeaeneHue 3a1a4 padoThl,
M3yYeHHE JUTEPATYPHBIX HCTOYHUKOB, IIPOBEICHIE MPEAIPOCKTHOTO UCCIICIOBAHUSI.

32

Koncynpranuu 12
Ox3amen MJIK 02.01
Pa3nen 2 monyns. IlpuMenenue kpunrorpaduyeckux CpeacTB 3alluThl HHOpMaLUu 181
MJIK.02.02. Kpunrorpaduueckue cpeacTBa 3aluThl HHGOpMaIK 148
Brenenue Cooeporcanue

[Tpenmer u 3apaun kpunrorpaduu. Mcropus kpunrorpapuu. OCHOBHbIE TEPMHUHbI
Pa3znen 1. MaremaTuueckue OCHOBBI 3aLIUThHI UHPOPMALIUU 32
Tema 1.1. Marematudeckue |Coodepoicanue 32

OCHOBBI KpUITorpapuu
DneMEeHTHl TEOPUH MHOXKECTB. ['pymnbl, KOJbIa, MOJS.

I[CJ'II/IMOCTL qUCCII. HpI/I3HaKI/I ACIINMOCTH. HpOCTBIe M COCTaBHBIC YHCJIA.

OcHoBHas Teopema apudmeruku. Hanbonpmmii o6mmii nenurtens. Bzanmao
npoctbie uncia. Anroputm EBknuna ans naxoxaenus HO/I.

OtHomrenust cpaBHUMOCTH. CBoiicTBa cpaBHEHMH. MoaynspHas apudmMeTnka.

6I>ICTpOI‘O BO3BCJICHUSA B CTCIICHb 11O MOAYJIIO.

Kunaccer. [TonHast u mpuBenenHas cucrema BeiueToB. Oynkiusa Dinepa. Teopema Depma-Oitnepa. AIroputm




CpaBHeHus niepBoii crenenu. JInnelinsie 1uodanToBsl ypaBHeHus. Pacimpennsiii anroput™m EBkinaa.

Kuraiickas Teopema 00 ocTaTkax.

[TpoBepka 4rces Ha IPOCTOTY. AJTOPUTMBI T€HEPAIIUHU MPOCTHIX Yuce. MeTo | MpoOHBIX JeaeHuil. Pemero
OpatoceHa.

Paznoxenue ynciia Ha MHOXUTENH. ANTopuT™Mbl daktopusanun. Gakropuzamus Depma. Merox [lomnapa.

AnropuTMBI TUCKpeTHOTO JorapudmupoBanus. Merox [lomnapaa. Merox [loppa.

Apudmerndeckre onepanuy Haja OOIbIIMMU YUCIAMU.

OIIUNTHYECKHIE KPUBBIC U UX IIPUJIOKCHUA B KpI/IHTOFpaq)I/II/I.

B mom uucne nabopamopnuvix pabom

[Tpumenenue anroputma Epknuna ans naxoxaenus HOJl. Pemenne nuHeitHbIX 110(paHTOBBIX YpaBHEHUN

[IpoBepka yucen Ha IPOCTOTY

Pemenne 3amad ¢ snemMeHTaMu TCOPHUH YHCCIL.

Paznen 2. Knaccuueckast kpunrorpadust

36

Tema 2.1. MeToabl
KpunTorpaguueckoro
3aIUThl HH(OPMALIUN

Cooeporcanue

14

Knaccugukaiius OCHOBHBIX METOJIOB KpUNTOrpadruecKoi 3auThl. MeToabl CHMMETPUYHOTO IH(PPOBAHUS

[udpser 3amensl. [Ipocras 3ameHa, MHOroaapaBUTHas MOJICTAaHOBKA, MPONOPLIMOHAIBHBIN IU(P

Mertoanl NEPpCCTaHOBKHU. Tabnuunas MEpeCTaHOBKA, MapIIpyTHaA NIECPECTAHOBKA

MammupoBanue. 'aMmMupoBaHre ¢ KOHEYHOM ¥ OECKOHEUHON TaMMaMu

B mom uyucne nabopamopnwix pabom

[TprMeHeHne KilacCUuecKuX MU(pPOB 3aMeHBI

HpI/IMeHeHI/IC KITaCCHYCCKHX I_I_II/I(I)pOB NepeCTaHOBKU

[TpumeHeHne MeToja TaMMHUPOBAHHUS

Tema 2.2. Kpunroananus

Cooepoicarue

16




OcHOBHBIE METO/IbI KpunToaHanu3a. Kpunrorpapudeckue ataku.

Kpunroraguyeckas croikocTb. AGCOMIOTHO cToiikue kpunrtocucteMsl. [Tpuniunber Kupkxoddca

HepCHCKTI/IBHHC HaIpaBJICHUS KPHUIITOAHAIN3A, KBaHTOBBIN KpUIITOAHAJIN3.

B mom uucne nabopamopnuvix pabom 10
Kpunroananus mudpa npocToil 3aMeHbl METOI0M aHAJIN3a YaCTOTHOCTH CUMBOJIOB
Kpunroananus kiaccuueckux mu(poB METO0M MOIHOTO repedopa Kirtoye
Kpunroananus mudpa Buxunepa
Tewma 2.3. Tlotounsie Cooeparcanue 6
(Pl U TeHEPATOPHI o - —
[ICeBNOCTyUaHHBIX THCEN CHOBHBIE IPUHIUIIBI IIOTOYHOTO MU poBanus. [IpuMeHeHne renepaTopoB B KpHunrorpaduu
MeTopl onydeHus nceBaocaydaitnsix nocienoarensnoctei. JIKL, meroq ®ubonayun, meton BBS.
B mom uucne nabopamopnuvix pabom 2
[Tpumenenue meto0B reHepauuu [1CH
Pa3nen 3. CoBpemenHast kpunrorpadust 76
Tewma 3.1. KogupoBanue Cooepoicanue 14
nH(pOpMaLINH.
KoMmbioTepH3aIs KonupoBanue nnpopmannu. CumBosiabHOe KoaupoBanue. CMBICIOBOE KoJUpoBaHue. MexaHu3amus
I pOBAHKSL. mdposanus. [Ipencrasnenne napopmanuu B 1BondHoM koze. Tadmuna ASCII
Komnbrotepuszanus mmdposanus. AnmnapaTHoe U porpaMmHoe mudpoBanue CTaHnapTu3aus NporpaMMHO-
anImapaTHBIX KPANTOTPahUIECKUX CUCTEM U CpeICTB. 3ydeHne COBpEMEHHBIX MPOTPaMMHBIX
U almnapaTHbIX KpUOTOrpapuuecKux CpeacTB
B mom uucne nabopamopnuix pabom 8

KonupoBanue nnpopmanuu

[Iporpammuas peanu3anus KJIaCCHYECKUX mMu(poB

W3yuyeHune peanu3anny KJIacCHYECKUX IU(PPOB 3aMEHBI U IepecTaHoBKH B iporpamme CrypTool nin
aHajore.




Tema 3.2. CuMMeTpHUuHBIE
cUCTeMbI IN(POBAHUS

Cooepoicarue

O6mue ceaenus. CTpyKTypHasi cxeMa CUMMETPUYHBIX KPUMITOTpaPUUIeCKUX CUCTEM

OreuectBennbie anroputMbl Marma u Kysneuuk u crannaptel [OCT P 34.12-2015 u 'OCT P 34.13-2015.
Cummerpuunsie anroputMel DES, AES, TTOCT 28147-89, RC4

B mom uucne nabopamopnuvix pabom

W3ydenue nporpaMMHO# peanu3aiiui COBPEMEHHBIX CHMMETPUYHBIX I (POB

Tema 3.3. AcuMMeTpuYHBIE
cCHCTeMBbI U(POBAHUS

Cooepoicanue

KpunrocucreMsl ¢ OTKpBITEIM KiTFo4oM. HeoOpatumocTs cucteM. CTpyKTypHas cxema mudpoBaHUs C
OTKPBITBIM KJIFOYOM.

DeMEHTEI TCOPHUHU YUCCII B KpHHTOFpa(bI/II/I C OTKPBITBIM KIIFOYOM.

B mom uucne nabopamopnuvix pabom

HpI/IMeHeHI/IG PAa3IMYIHBIX ACUMMETPHUYHBIX aJITOPUTMOB.

N3yueHne nporpaMMHOM peanu3alu aCHMMETpUYHOro anroputma RSA

Tema 3.4. Ayrentudukanus
JAHHBIX. DIIEKTPOHHAS
TIO/TIIHCh

Cooeporcanue

12

Aytentuduxanus nanueix. Ooume nousatus. 1. MAC. OgHoHanpaBieHHbIe Xel-QpYHKIMHA. AJITOPUTMBI
G poBOH oAIHCH

B mom uucne nabopamopnwix pabom

[IpumeneHne pa3nu4HbIX GYHKUUH XEMUPOBAHU, aHAIU3 0COOEHHOCTEH Xemei

[TpumeHneHue kpunTorpagpuuecKrx arak Ha Xeul-(QyHKIUH.

W3ydenue nporpaMMHO-anmapaTHbIX CPEICTB, PEaTU3yONMX OCHOBHBIE PyHKIMH D11

Tema 3.5. Anroputmsl
oOMeHa Kiro4el 1
IIPOTOKOJIbI

Cooepoicanue

10

ANTOpUTMBI pacipeie]IeHns KIII0Yel ¢ IPUMEHEHHEM CHMMETPUYHBIX B aCHMMETPHYHBIX cxeM [IpoTokoss
ayreHTH(uKanuu. Bzaumuas ayrentupukanus. OJHOCTOPOHHSS ayTeHTH(PHKAIIHS




ayTeHTU(UKALUU

B mom uyucne nabopamopnwix pabom

[Tpumenenue nporokona Juddu-Xemmmana ais oOMeHa KiouyaMu UG POBaHUS.

M3y4eHne MpUHIUIIOB pabOThI TPOTOKOJIOB ayTEHTU(HUKALMH C UCIIOIb30BAHIEM JOBEPECHHON CTOPOHBI Ha
npumepe npotokoisa Kerberos.

Tema 3.6. Kpunrozamura
nH(pOpPMALIUHU B CETAX
nepeaadn JaHHbIX

Cooeporcanue

AbGonentckoe mudposanue. [TaketHoe mmdppoBanue. 3anuTa HEHTPA TCHEPAIIUU KITFOUCH.
Kpunromapuipyruzatop. [lakeTHsrit punbtp

Kpunrorpaduueckas 3ammra 6ecripoBOIHBIX COeNMHEHHH B ceTsax crapaapta 802.11 ¢ ucnonap3oBanuemM
nporokonaoB WPA, WEP.

Tema 3.7. 3amura
nHpopManuu B
ANEKTPOHHBIX IIATSKHBIX
crcTemMax

Cooeparcanue

[TpuHIHITBI GYHKIIMOHUPOBAHUS IEKTPOHHBIX IUIATSKHBIX CUCTEM. DIIEKTPOHHBIE TUIACTHKOBBIC KAPTHI.
[TepcoHanbHbIN HACHTU(HUKAITMOHHBIA HOMED

[TpumeHeHne kpunTorpapuuecKux NPOTOKOJIOB i o0ecreueHns 6€30MacHOCTH 3JEKTPOHHON KOMMEPIIMH.

B mom uucne nabopamopnwix pabom

[TpumeneHue ayTeHTU(UKALIUY IO OJHOPA30BBIM MaposisiM. Peanu3zaliivs anropuTMOB CO3JJaHUST OJTHOPA30BBIX
napoJsiei

Tema 3.8. KomnbrorepHas
creraHorpadus

Cooeporcanue

CkpplITas nepenaya HHGOpPMAaLUK B KOMITBIOTEPHBIX cucTeMax. [Ipobiiema ayTeHTHDUKALIH
MyJbTUMEAUMHON HHpOpMAIMH. 3allIUTa aBTOPCKUX MPaB.

Metoap! KoMITbIOTEpHOM cTeranorpaduu. Lludpossie BoasHbIE 3HAKU. AITOpUTMBI BcTpanBaHus L[B3

B mom uucne nabopamopnwix pabom

0O0630p U cpaBHUTENBHBIN aHAMK3 cymecTByromero 110 ansa BcrpanBanus 1[B3

Peanuzamnus npocTedmmx creraHorpaduueckux aaropuTMOB

ITIpomesxxyrounas arrecranus no MJIK.02.02




CamocrosrenbHas pabora

TeMaTHKa CaMOCTOATENIbHON paboThl mpu n3ydennn MJIK.02.02:

Hcropus pa3Butus kpunrorpaduu

[IporpamMMHas peanuzanus KJIaCCHYECKUX MHPPOB

OnTuMu3aus METOI0B YaCTOTHOTO aHaIM3a MOHOaN(aBUTHBIX HM(poB. [IporpaMMHuas peannzanus KI1acCHYECKUX MU (PPOB

MeTto 61 MeXxaHU3aUH MU(POBAHUS

[udposoe npeacTaBieHne pa3auuHbIX GopM HHPOpMALUU AHATIN3 COBPEMEHHBIX CHMMETPHYHBIX KPUITOAITOPUTMOB AHAIIN3
COBPEMEHHBIX aCHMMETPUYHBIX KpUNITOANTOPUTMOB [IporpamMmmuas peanu3zaius COBpeMEHHbBIX KpUNTOAITOpUTMOB CpaBHUTENBHBIN aHaIN3
(byHKINH XEMHUPOBaHUS

AyteHtudurainus coooueHni

3aKOHOIATENBCTBO B 00JIACTH KPUNTOTpaduuecKor 3amuThl HHGopManuu [lepcriekTuBHBIC HapaBIeHUs! KpUnTorpadhuu
CucremaTnyeckas npopadoTka KOHCIEKTOB 3aHATHI, yueOHOM 1 CHeHalbHON TEXHUYECKON JIUTEepaTyphl (110 BOpocaM K mnaparpadam,
rJIaBaM y4eOHBIX MTOCOOUI, COCTaBICHHBIM MPEIOAABATEIIEM )

[ToaroroBka K MpakTUYECKUM padoTaM C HCIOIb30BAHHEM METOIMYECKUX PEKOMEHIallui TIperoaaBares, ohopmieHre 1abopaTopHO-
MPAKTUYECKUX pabOT, OTYETOB K UX 3aIIHTE.

33

VYyeOHast mpaKTHKa

Buner pabor:

[IpumeHeHne mporpaMMHBIX U IPOTpaMMHO-aNNapaTHRIX CPEACTB o0ecrieueHuss MHPOPMaMOHHON 0€30M1acHOCTH B aBTOMAaTU3UPOBAaHHBIX
cucremMax

JlnarnocTuka, ycTpaHeHHE OTKa30B U o0ecnieueHrne paboToCOCOOHOCTH MPOrpaMMHO-aIIapaTHBIX CPeICTB oOecneueHns HHHOPMalMOHHON
0e3omacHoCTH

Onenka 3(peKTHBHOCTH IPUMEHSIEMBIX POTPaMMHO-aNIapPATHBIX CPEJICTB o0ecrieueHns: HH(OPMaLMOHHON O€3011acCHOCTH

108

CocraBieHue T0KyMEHTalluU 10 y4eTy, 00padoTke, XpaHEHHUIO U nepeade KoHpuIeHIHanbHoi napopmanuu Vcnonb3oBanue
MIPOrpaMMHOT0 obecreueHus A 00paboTKH, XpaHEHUsI U Tiepeaul KOH(pUaeHIIMaIbHON HHpOopMaliu

CocraBieHre MaplipyTa 1 cocTaBa MPOBEJCHUS PA3IINYHBIX BUI0B KOHTPOJIBHBIX MPOBEPOK MPH aTTECTAlMU 00BEKTOB, TOMEILIEHHIH,
MpOrpaMM, aJirOPUTMOB.

YcTpaHeHue 3aMe4aHnii 0 pe3ysibTaTaM MPOBEPKHU

AHanu3 ¥ COCTaBJIEHHE HOPMATUBHBIX METOJMYECKHUX JOKYMEHTOB 10 0OecrneueHuIo HH(OpMallmOHHON 06€3011acHOCTH TPOrpaMMHO-
anmnapaTHbIMU CPEICTBAMHU, C Y4E€TOM HOPMAaTHBHBIX IIPABOBBIX aKTOB.

[IpumeHeHne MaTeMaTUYECKUX METOOB JUIsl OLIEHKU KayecTBa U BbIOOpA HAUITYUIIEro MPOTrPaMMHOI0 CPEICTBA

Vcnonp30BaHue TUMIOBBIX KPUNTOTpahUUECKUX CPEACTB U METOJIOB 3alIUTH MH()OPMAIIH, B TOM YUCIIE U 3JIEKTPOHHONW NOAMHCH




[TpousBonacTBeHHas npakrtuka no [IM.02 Buasl pabot

AHanu3 NPUHIUIIOB MOCTPOCHHS cUcTeM MH(GOPMAITMOHHOM 3aIUTHI MPOU3BOACTBEHHBIX MTOIPA3/ICIICHUN.

TexHu4deckas SKCILTyaTalys 3JIEMEHTOB IPOTPAMMHOM U allllapaTHOW 3allUThl aBTOMAaTU3UPOBAHHON CUCTEMBI.

VYyactue B AMarHOCTUPOBAHUH, YCTPAHEHUH OTKA30B U 00eCcreueHuU paboTOCIOCOOHOCTH MPOTrPaMMHO-alIapaTHBIX CPEJCTB OOeceueHus
nH()OPMAIIMOHHON OE30MMaCHOCTH;

Ananu3 3QGeKTUBHOCTH MPUMEHSIEMbIX POrPAaMMHO-aNNapaTHBIX CPEACTB oOecreueHus: THPOPMAITMOHHOM 0€30MacCHOCTH B CTPYKTYPHOM
[10/1pa3JIeJIEHUN

VYyacTtue B obecrieueHnn ydera, 00pabOTKH, XpaHESHUsI U Iepeaur KOHGUACHIIMATbHOW HH(POpMAIUN

[TpuMeHeHre HOPMATUBHBIX MPABOBBIX AKTOB, HOPMATUBHBIX METOJIUYECKUX JOKYMEHTOB 110 00ECIeYeHNI0 HHPOPMALIMOHHOW O€3011aCHOCTH
MIPOrpaMMHO-AMIapaTHBIMU CPEJCTBAMHU MPHU BBIMOJTHEHUU 33]1a4 MPAKTUKH.

144

Koncynbpranuu

18

DK3aMeH 110 HpO(i)eCCI/IOHaJ'IBHOMy MOAYJIO

12

Bcero:

683




3. YCJIOBUSA PEAJIMZALINU ITPOT'PAMMBI IPO®ECCUOHAJIBHOT'O
MOAYJA

3.1. lns peajm3auuu NporpaMmmbl mpogecCHOHATBHOT0 MOIYJIS TOJIKHBI ObITH
NpeayCMOTPEHBI ClIeAyIolIe CreluaabHble OMeIeH s :

Peanu3arus mporpaMMeI IIpeoiaracT HajTnurue yueOHbIX KAOMHETOB — JICKIMOHHBIE
ayJUTOPUU C MYJIbTUMEIUHHBIM 000pyn0oBaHHEM; T1aboparopun «IIporpaMMHBIX
IPOrPaMMHO-AIIAPATHRIX CPEeICTB obecreueHruss MHHOPMAIIMOHHON O€30ITaCHOCTH).

O6opynoBanue ydeOHOro KaOMHETa M paboUYnX MECT KaOMHEeTa — JICKIIMOHHAS ayITUTOPHS:
nocagovHbIX MecT - 30, pabouee MECTO MpernoaaBaTels, MPOEKTOp, MEPCOHATBHBIN KOMITBIOTED,
KOMIUIEKT TPe3eHTAINH.

Ob6opynoBanne sabopatopun «lIporpaMMHBIX M TPOrPaMMHO-AIIAPATHBIX CPEICTB
obecrieueHrss ”HPOPMAIIMOHHON 0€30MaCHOCTH» U PaOOYUX MECT JIaOOpaTOPHH:

—  paboume MecTa CTYACHTOB, 000pYyIOBAaHHBIC IEPCOHATBHBIMU KOMITHIOTEPAMHU

—  J1abopaTopHbIC YUeOHBIE MAKETHI;

—  pabodee MEeCTO MPEIoaaBaTes;

—  y4eOHO-METOAMYECKOE 00ECIIeYCHUE MOIYIIS,

—  MHTEPaKTHBHAs JOCKA, KOMIUICKT PE3CHTAIINN;

—  QHTHUBUPYCHBIE MPOTPAMMHBIC KOMILJICKCHI;

—  TporpaMMHoO-anmaparHbeie cpeictBa 3anmmrthl nHpopMmanuu ot HCJI, O10kupoBKH
JIOCTYTIA ¥ HAPYIICHUS IEITOCTHOCTH;

— TporpaMMHBICE ¥  MPOrPAaMMHO-AIapaTHBIE CPEACTBA OOHAPYXKCHHS  aTak
(BTOpKEHUI ), TOUCKA yA3BUMOCTEH;

—  CpelcTBa YHHUYTOXKEHUS OCTATOYHOW MH(DOPMAIIMK B 3aIIOMUHAIOIINX YCTPOUCTBAX;

—  MPOrpaMMHBIE CPEICTBA KPUNITOTPAPUICSCKON 3aIUThl HHPOPMAIUH.

3.2. UndopmannonHoe odecnieyeHue 00yueHHs

321 OcHoBHbIE eYaTHbIE HCTOYHUKH:

1. Kazapun O. B., 3a6a0ypun A. C. [IporpamMmmHO-anmnapaTHble CpeAcTBa 3aIIUThI
uH(popMaluu. 3aluTa MporpaMMHOro o0ecreueHus: y4eOHUK U

MPAKTUKYM JUIs CpEeHEro MpodeccuoHaIbHOro 00pazoBanus. — M.: M31aTenscTBO
FOpaiir, 2020 — 312 c.

3.2.2. Ilepuoanueckue U3TaHUA:

1.  Chip/Yun: XypHan o KOMIBIOTEPHON TEXHUKE JIJIs1 TPO(PECCHOHATIOB U OTBITHBIX
I10JIb30BaTENEH;

2. 3amwra nadopmarun. Mucaiin: MHbopMamoHHO-METOANYECKHIA Ky pHAT

3. HMHdopmarmonHas 6e30mMacHOCTh pernoHoB: HayuHo-npakTHUecKui sxypHa

4. Bompocs! kubepoesonacHoctd. HayuHblid, neproanuecKui,

MH(pOPMaIMOHHO-METOIMYECKUH JKypHaJl ¢ 0a30BOM crnienuanu3anueil B odaactu
uHdopmarmonHoi 6ezonacuoctu.. URL: http://cyberrus.com/

5. BezonacHocTh MH(pOPMAIIMOHHBIX TeXHOJIOTHH. [lepronandyeckuii peneH3upyemblii
HayuHbIi xypHan HUSAY MUOU. URL: http://bit.mephi.ru/

3.2.3. DJIEeKTPOHHbIE HCTOYHHUKH:

1. ®enepanbHas cayx0a M0 TEXHUUECKOMY U SKCIOPTHOMY KOHTpouto (PCTIOK
Poccun) www.fstec.ru

2. HHdopmanmoHHO-CIIpaBOYHAs CUCTEMa MO JOKYMEHTaM B 00JIaCTH TEXHUYECKOM
3amuThl HHpopMaluu WWw.fstec.ru

3. OOpa3oBatenbHble TOPTAJIBI MO PA3TUYHBIM HApPaBIEHUSM 00pa30BaHUs U
temaruke http://depobr.gov35.ru/

4. CnpaBouHo-nipaBoBas cuctema «Koncynprant [Limroc» www.consultant.ru

5. CmpaBouno-mipaBoBas cucrteMa «[ apanT» » Www.garant.ru

6. ®enepanbHblil mopran «Poccuiickoe oopazoBanre Www.edu.ru


http://cyberrus.com/
http://bit.mephi.ru/
http://www.fstec.ru/
http://www.fstec.ru/
http://depobr.gov35.ru/
http://www.consultant.ru/
http://www.garant.ru/
http://www.edu.ru/

7. ®enepanbHblil mpaBoBoil moptan «tfOpunudeckas Poccusi» http://www.law.edu.ru/

8. Poccwuiickuii OmomeTpruecKuit mopranx WWw.biometrics.ru

9. ®epepanpubiii nopran «HPOPMAMOHHO- KOMMYHHKAIIHOHHBIE TEXHOJIOTUHU B
o6paszoBanum» htpp\\:www.ict.edu.ru

10. Caiit HayuHoti 3nekTpoHHO# Oubimorexkun Www.elibrary.ru


http://www.law.edu.ru/
http://www.biometrics.ru/
http://www.ict.edu.ru/
http://www.elibrary.ru/

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUSA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

Koa n nHaumenoBanue
npodeccuoHaIbLHbIX, 00IIUX
KOMIIETeHIHI U JINYHOCTHBIX
pe3yJbTaToB,
(popmupyembIX B pamMKax
MOYJIfl

Kpurepun onenkn

MeToabl OIeHKH

IIK 2.1. OcyiecTBisTh
YCTaHOBKY U HACTPOUKY
OTJIENbHBIX IPOTPAMMHBIX,
[IPOrpaMMHO- allllapaTHbIX
CPEZCTB 3alUThl HH(OPMALIUH.

JIeMOHCTPHPOBATh YMEHUS
Y TIPAKTUYECKUE HABBIKH B
YCTaHOBKE U HACTPOUKE
OTIENBHBIX MPOrPAMMHBIX,
POTrPaMMHO-aNIapaTHBIX
CPEICTB 3aIIUTHI
uH(pOpMaIN

TECTHUPOBaHUE, FIK3aMEH
KBTU(DUKAIIMOHHBIH,

IKCIEPTHOE HAOIOICHHE
BBITIOJTHEHUS JTA0OPATOPHBIX padoT,
IKCHEPTHOE HAOIIOICHHE
BBIMOJIHEHUS TPAKTHYECKUX PadoT,
OIIEHKA PEIICHUS CUTYallHOHHBIX
3ajad,

OIICHKA MPOIlecca U Pe3yIbTaToB
BBINOJIHEHUS BUJIOB paboT Ha
MPaKTHKE

[1K 2.2. ObecnieynBaTh 3aIIUTY
uH(popMaluu B
aBTOMAaTHU3UPOBAHHBIX
cHCTEeMaXxX OTACILHBIMU
MIPOrpaMMHBIMH, IPOTPAMMHO-
anmapaTHbBIMU

CpencTBamu.

JIeMOHCTPUPOBATH 3HAHMUSI
Y YMCHUS B 00€CIICUCHHUH
3anUThl HH(QOpPMAIIHH B
ABTOMATHU3WPOBAHHBIX
cucTeMax OTICIIbHBIMU
MIPOrPaMMHBIMH,
MIPOrpaMMHO-aMNMapaTHBIMU
cpeacTBaMu

TECTUPOBAHUE,
9K3aMEH KBIU(PUKAIIMOHHBIMH,
HKCIEPTHOE HAOII0IeHHE
BBITIOJTHEHUS JTA0OPATOPHBIX padoT,
HKCIEPTHOE HAOII0IeHE
BBITTOJIHEHUS TPAKTHYECKUX PadoT,
OLIEHKA PELICHUs] CUTYallHOHHBIX
3ajad,

OLIEHKa poliecca U pe3yibTaToB
BBITTOJIHEHUS BHJIOB paboT Ha
MPaKTUKE

1K 2.3. OcymiecTBasTh
TeCTUpOBaHUE (PyHKIIHIA
OTJIEbHBIX POTPAMMHBIX U
IIPOrPaMMHO- aIllapaTHbIX
CPEJICTB 3alUThl HHPOPMAIUH.

Beinonnenue nepeuns
paboT M0 TECTUPOBAHUIO
GbyHKIMI OTAETBHBIX
IIPOrpaMMHBIX U
MIPOrpaMMHO-AMNIaPaTHBIX
CPEICTB 3aIIUThI
nHpopmanuu

TECTUPOBAHUE,
9K3aMeH KBATU(PHUKAITMOHHBIH,
AKCIIEPTHOE HAOII0ICHNE
BBITIOJTHEHUS TA00OPaTOPHBIX pabdoT,
AKCIIEPTHOE HAOII0ICHNE
BBITIOJTHEHUSI MPAKTUYECKUX paboT,
OLCHKA PCIICHHA CUTYAallUOHHBIX
3aja4, OIIEHKa MpoIiecca u
PE3YIbTATOB BEIIIOJIHCHWA BU10B
paboT Ha MpaKTUKe




IIK 2.4. Ocy1ecTBIsITh
00paboTKy, XpaHEeHUE u
nepegavy uHpopMauu
OTPaHUYECHHOTO

JIOCTyTIA.

[IposBNATH 3HAHUS, HABBIKU
1 yMEeHHs B 00paboTKe,
XpaHEHUU U Mepeaayue
nHpopmauu
OTPaHUYEHHOTO AOCTYIa

TECTUPOBAHUE,
9K3aMEH KBATU(HUKAIMOHHBIH,
SKCIIEPTHOE HAOIOICHHE
BBIMTOJTHEHUS 1a00OPaTOPHBIX padoT,
SKCIIEPTHOE HAOIOICHHE
BBIMIOJTHEHUS TPAKTUYECKHUX padoT,
OLICHKA PCIICHHA CUTYAallUOHHBIX
3aj1a4, OLICHKa Ipoliecca u
PE3YyJIbTAaTOB BBIIIOJIHCHUA BUI0OB
paboT Ha MPaKTHKE

[IK 2.5. YHuuroxarh
UH(POPMALIHIO U HOCUTEIH
uHpopmanuu ¢
UCTIOJIb30BaHUEM
IPOrPaMMHBIX U MPOTPAMMHO-
anrmapaTHbIX CPEACTB.

JleMoHCTpanus aaropurma
IIPOBEJEHUS padoT IO
YHUUYTOXECHUIO
nH(bOpMAaILIUU ¥ HOCUTENIEH
nHpOpMaIHH ¢
WCTIOJIb30BaHUEM
IPOTrPaMMHBIX H
MIPOrpaMMHO-aIapaTHBIX
CpenCTB

TECTUPOBAHUE,
9K3aMeH KBAIN()UKALMOHHBIMH,
IKCIIEPTHOE HAOIIOACHUE
BBITIOJTHEHUS JTA0OPaTOPHBIX padoT,
IKCIIEPTHOE HAOIIOACHUE
BBITTOJTHCHHSA MMPAKTUYCCKUX pa60T,
OLICHKA PEUICHUS CUTYallMOHHBIX
3aja4,0leHKa Ipolecca u
PE3YJIBTATOB BHINOJIHEHHUS BHIOB
paboT Ha MpaKTUKe

1K 2.6. OcyuiecTBisATh
PETUCTPAINIO OCHOBHBIX
COOBITHIA B
ABTOMAaTH3UPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEMAX,
B TOM YHCIIE C
HCIIOJIb30BaHUEM
MIPOTPaMMHBIX U IIPOTPAMMHO-
anmapaTHbIX CPEICTB

oOHapyX eHHs,
OpeaynpexIeHus U
JMKBUIALUY TTOCIIEICTBUI
KOMIIBIOTEPHBIX aTakK.

[IposiBNATH 3HAHUS U
YMEHHUSI B 3aILIUTE
aBTOMaTH3UPOBAHHBIX
(MH(pOpPMAIIMOHHBIX)
CHCTEM C UCIOJIb30BAHUEM
MPOrPaMMHBIX U
IIPOrpaMMHO-aInapaTHbIX
CPEICTB OOHApPYKEHUS,
MIPENYNPEXKACHUS U
JIMKBU/IALIUU TIOCTIEICTBUN
KOMIIBIOTEPHBIX aTaK

TECTUPOBAHUE,
9K3aMEH KBIU(PUKAIIMOHHBIM,
HKCIEPTHOE HAOII0IeHHE
BBITIOJTHEHUS JTA0OPATOPHBIX padoT,
HKCIEPTHOE HAOII0IeHHE
BBITTOJIHEHUS! TPAKTHYECKUX PadoT,
OLIEHKA PELICHUs CUTYallHOHHBIX
3ajJa4, OlIEHKa Ipoliecca u
pe3yabTaTOB BHINIOJIHEHUS BUIOB
paboT Ha MMpaKTUKe

OK 01. Beibupats criocoOsl
peleHus 3aaa4
npodecCHOHAIbHON
NesITebHOCTH,
NPUMEHHUTEIHHO K Pa3THIHBIM
KOHTEKCTaM.

000CHOBAHHOCTb
MTOCTaHOBKH LI€JIH, BBIOOpa
Y IPUMEHEHUST METOJIOB H
CHocOo00B pelIeHus
npo¢eCCHOHANIBHBIX 3a]1a4;
aJIeKBaTHAas OICHKA U
CaMOOIIeHKa

3¢ (HEeKTHBHOCTH U Ka4ecTBa
BBIMOJIHEHUS
npodeccnoHaNbHBIX 33724

WHTepnperanus pe3yabpTaToB
HaOJI01eHNH 32 IeTeTbHOCThIO
00yy4aroIerocs B IpoLecce OCBOSHUS
00pa30BaTeNbHON MPOrPaMMBI

OkcnepTHOE HAOMIOICHNE 1 OIICHKA
Ha 1a00paTOPHO - MPAKTUYECKUX
3aHSATHUSIX, TIPH

BBINOJIHEHUH paldoT 1o yueOHOM n




OK 02.0Ocy1iecTBiaTh MOUCK,
aHaJIN3 ¥ HHTEPIPETAIHIO
uH(pOpMaIiK, HEOOXOTUMOMN
JUTSL BBITIOJIHEHUS 32144
npohecCHOHATBLHOM
NEeSITETTHHOCTH.

- HCIIOJIb30BaHME
Pa3IMYHBIX UCTOYHUKOB,
BKJIIOYAsl QJIEKTPOHHbIE
pecypcCsl, MEIUAPECYPCHI,
NHtepHer- pecypcsl,
NIEPUOJNYECKHUE N3IaHUs
110 CIIELNAIbHOCTH IS
peleHus
npoeCCUOHANBHBIX 3a/1a4

OK 03. ITnanuposats u
peann30BBIBATh COOCTBEHHOE
npodeccuoHaIbHOE U
JMYHOCTHOE Pa3BUTHE.

- JIEMOHCTpanus
OTBETCTBEHHOCTH 34
MIPUHATHIC PELICHUS

- 00OCHOBaHHOCTh
CaMOaHaJIN3a U KOPPEKIHS
pe3ynbTaToB cOOCTBEHHOMN
paboThI;

OK 04. PaGoTaTh B KOJUICKTHBE
1 KoMaH/1e, 3 (HEeKTUBHO
B3aHMOJCHCTBOBATH C
KOJIJIEraMH, PYKOBOJICTBOM,
KJIMEHTaAMH.

- B3aHMOJICIICTBHE C
oOyuaromumucs,
MperoaBaTeIIMA U
MacTepaMu B X0JI¢
o0y4eHus, ¢
PYKOBOJUTENSAMU y4eOHOU
Y MPOU3BOJCTBEHHOMN
MPaKTHK;

- 000OCHOBAaHHOCTH
aHajn3a paboThI YWICHOB
KOMaH/Ibl (TIOJYNHEHHBIX)

OK 05. OcymiecTBiTh yCTHYIO
U IUCbMEHHYIO
KOMMYHHKAIIHIO Ha
rOCyJapCTBEHHOM SI3BIKE C
Y4€TOM OCOOEHHOCTEHN
COLIMAJIBHOTO U KYJIbTYPHOTO
KOHTEKCTA.

-TPaMOTHOCTb YCTHOU U
MMMCbMEHHOU peuu,

- ICHOCTb
(dbopMynupoBaHus U
HU3JI0KEHHS MBICIICH

OK 06. ITposiBisTH
IPaXTaHCKO- TATPUOTHUYECKYIO
MO3UIIHIO,

JIEMOHCTPHUPOBATH OCO3HAHHOE
MOBEJICHUE Ha OCHOBE
TPaIULIUOHHBIX
00I11eYeIOBEYECKUX
LICHHOCTEHA.

- co0roIeHNe HOpM
MTOBEJICHHSI BO BpEMSI
yUYEOHBIX 3aHATHH U
MIPOXOKJCHUS y4eOHOM U
MPOU3BOJACTBEHHOMN
MIPAKTHUK,

IIPOU3BOJACTBEHHOM IPAKTUKAM

DK3aMeH KBaJIu()UKAITMOHHBINA




OK 07. CogeiicTBOBaTh
COXPAHEHHUIO OKPYKaroIen
Cpelbl, pecypcocOepexeHHIo,
3¢ peKTUBHO NEHCTBOBATH B
YpE3BBIYANHBIX CUTYAIIHSX.

- ahdexTuBHOCTH
BbINOJHEHUS TTpaBui Th Bo
BpeMs y4eOHBIX 3aHATHIA,
MIPH POXOKICHUH
y4eOHOU 1
MIPOU3BOJICTBEHHOU
MPAKTHK;

- 3HaHHE U UCIOJb30BaHUE
pecypcocOeperarmmnx
TEXHOJIOTHI B 00J1acTH
TEJICKOMMYHUKALUI

OK 08. Ucmomp30BaTh
cpencTBa PU3UIECKOM
KYJBTYPHI IJI1 COXpPAHCHUSI U
YKPETUICHUS 3]J0POBBS B

- 3 peKTUBHOCTH
BbINTOJIHEHUS nipaBul Th Bo
BpeMsl yueOHBIX 3aHATHH,
IIPU IPOXOKACHUU

npoiiecce npodeccuoHanbHOM | yueOHOH U

JeSITEILHOCTH U TIOAJIEPYKAHHUE | TIPOU3BOJICTBEHHON

HE00XO0/IMMOT0 YPOBHS IIPAKTHUK;

busnIecKoit

HOJTrOTOBJIEHHOCTH.

OK 09. Hcnonb3oBaTh - 3¢(eKTUBHOCTH

UH(POPMALIMOHHBIE TEXHOJIOIHH | UCIIOIb30BAHUS

B IIPO(heCcCHOHATIBHOM UH(POPMAIMOHHO-

NEeSITEIbHOCTH. KOMMYHHUKAI[HOHHBIX
TEXHOJIOTHI B
npogeccuoHaIbHON

JEeATEIbHOCTH COIVIACHO
(hopMUpYEMBIM YMEHUSIM U
MIOJIy4YaeEMOMY
MIPAKTUYECKOMY OIIBITY;

OK 10. ITonb3oBaThCs
npodecCuOHATIbHON
JIOKYMEHTaleW Ha
rOCYJIapCTBEHHOM H
MHOCTPAHHOM SI3bIKaX.

- 3 pexTUBHOCTD
WCIIOJIb30BAHUS B
npodeccnoHanbHOM
NEeSATEIbHOCTH
He00X0TMMOM TeXHHUECKOH
JOKYMEHTAIUH, B TOM
YHClie Ha aHTJIUHCKOM
SI3BIKE.




OK 11. Mcnonp30BaTh 3HaHUSA
1o (PMHAHCOBOW TPAaMOTHOCTH,
IUITAHUPOBATh
IpeANPUHUMATEIBCKYIO
JeATEIILHOCTD B
npodeccuoHaIbHOH chepe

BBIABIATE JOCTOMHCTBA U
HEIOCTaTKU KOMMEPUYECKOM
UJie; IPE3eHTOBATh UIEH
OTKPBITHS] COOCTBEHHOI'O
nerna B IpoecCHOHANbHON
JeSITeNbHOCTH; OPOPMIIATH
OM3Hec-1J1aH;
paccYUTHIBATh Pa3MepHh
BBIIUIAT T10 MTPOIICHTHBIM
CTaBKaM KpEIMTOBAHHMS;
OTIpeNIeNATh
MHBECTHIMOHHYIO
MIPUBIIEKATEILHOCTh
KOMMEpPYECKUX UIeH B
pamKax mpogeccCHoHATBHON
JeATELHOCTH;
MIPE3eHTOBATh OU3HEC-
UJICI0; ONIPEACIIATh
WCTOYHHUKH
(buHAHCHPOBAHHS




